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密，因此为了防止 U 盘数据泄露，设计实现针对 U盘的文档保护系统十分有必
要。本文所设计实现的就是一种基于 Windows 平台的 U盘文档保护系统。 
本文首先从相关技术分析入手，为本文所研究设计的系统提供了技术支持。








































With the development and popularization of computer and network, information 
security problems become the focus of attention.Mobile storage media is an 
important platform to transfer information and data, including U disk, mobile hard 
disk and so on. It not only brings great convenience for exchange and transmission 
of information, but also huge hidden risk at the same time. Information security 
problems not only from outside attacks, there are still leaking part from the inside, 
so it’s very necessary to design a document protection system and achieve it, in 
order to prevent data of U disk leaks. The article is designed to achieve a kind of U 
disk document protection system based on the Windows platform.  
This dissertation provides technical support for the system, which starts with the 
analysis of relevant technology. Secondly, the article discusses the functional 
requirements of U disk document protection system based on the Windows platform, 
including the U disk monitoring services and transparent document management. 
Thirdly, using USB device monitoring technology and document protection filtration 
technology, can achieve monitoring services in the U disk document protection 
system, and documentation transparent encryption and decryption services. Fourth, 
functional test and performance test turn, which includes U disk dynamic monitoring 
function and documentation transparent encryption and decryption function of 
testing system. Finally it summarizes the advantages and disadvantages, and carries 
out prospects of key and direction of research in future.  
The system has the advantage of the document encryption and decryption is 
through the transparent encryption and decryption mode. File filter transparent 
encryption and decryption technology mainly by the user mode and kernel mode the 
user control program of the drive. The main function is to accept user commands 
control mode, according to the rules of the transparent encryption decryption 
processing of the corresponding file. The user in the use process cannot be informed 
protected file after encryption and decryption processing. 
















degree, ensuring the confidentiality and security of documents. 
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